
Spam is a moving target due to the way it is sent. It is very rarely sent from the same address, 
and can even be spoofed so that it appears that it is being sent from a legitimate source. IPFW 
Information Technology Services strives to block as much of these unwanted emails as possible 
and is able to block most of the spam messages that the campus receives. This is done by 
blocking the IP address that the spam messages are sent from. However, like blocking senders’ 
email addresses, there are still some holes that the messages can fall through. This is because 
there are numerous IP addresses, and ITS doesn’t want to risk blocking genuine campus 
communications. When the campus receives spam messages, system administers are notified 
and block the sender and any phishing links that are inside the email. 
 
Here are some helpful reminders to help determine if a suspicious email is spam or not:  
 

• If the message that appears to be spam does not come from "@ipfw.edu" it is spam. No 
one besides IPFW ITS staff has the ability to do anything with your account.  

• If the message threatens to disable your account or wants you to validate your account it 
is spam. ITS would not disable anyone's account without their knowledge.  

• If the message does not contain IPFW Help Desk information in the signature, it is most 
likely spam.  

 
If you receive a spam message, please follow these steps to help protect your account and the 
IPFW system:  
 

1. Never enter your username, password, or any personal information in the links included 
in a spam email. As a reminder, IT Services will never email you asking you for your 
login information. 

2. Add the sender in GroupWise Junk Mail Handling, following these instructions. The 
GroupWise Junk Mail Handler feature automatically removes unwanted email from your 
inbox based on sender.  

3. Block the sender and domain through IPFW’s Mail Quarantine following these 
instructions. 

4. If you are still unsure if a message is spam, please forward the message as an 
attachment to mailto:helpdesk@ipfw.edu.  
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