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Collective Action: a compliance case study

Collective tools and standards are the inevitable destination in the business 
partner due diligence progression. Obviously, they provide a responsible and 
credible source of benchmarking and best practices for companies searching 
for the right balance in their own due diligence of partners. But collective due 
diligence tools like TRAC are also representative of the new dynamic in which 
companies such as ours are increasingly the subject of due diligence reviews. 
In the emerging model, suppliers, customers, vendors, and resellers are all 
conducting some form of due diligence on one another. Establishing an infor-
mation platform for that mutual and perpetual due diligence is a very power-
ful concept and provides enormous value and efficiency to all of the market 
participants. 

Michael Ward, Associate General Counsel  
and Chief Compliance Officer at Adobe 

Few things in the business world benefit from collaboration like compli-
ance, particularly anti-bribery compliance. Companies that are otherwise 
competitors and reluctant to communicate can quickly find themselves 
commonly hostage to grasping government officials or third parties who 
are intent on employing illegal marketing strategies. At the same time, 
companies willing to cooperate on specific tools and projects can soon 
benefit from exponential – and not simply linear – compliance improve-
ments.

Collective Action is based on the principle – a truism, really – that the 
combined efforts of an informed and motivated group will have a greater 
impact at a lower cost than the scattered efforts of many actors. In most 
business contexts, Collective Action is inappropriate because companies 
are competing for finite resources: finite markets, finite suppliers, finite 
talent. But, when the value of a resource – transparency – actually in-
creases with each additional participant, Collective Action is an intuitive 
response. While traditional theories of Collective Action have focused on 
the benefit to a homogenous and focused group (labor unions, cartels, 
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shareholders)1, the practice of “Corporate Collective Action” depends 
instead on the importance of the shared goal to the group’s members2.

Corporate Collective Action thus requires a shared goal across com-
panies and, ideally, across industries3. Transparency is just such a goal.

Bribery thrives when there are opportunities for private exchanges (a 
case of the “prisoner’s dilemma”). Bribe-takers might boast quite falsely 
in private of how much other companies have paid them. They do this to 
put the would-be bribe-payer on notice that this is how business is done 
and to provide him with some comfort that he is not alone in his criminal 
act. When individuals who have been solicited can speak freely to one 
another they will often discover the ruse, realizing that they have been pit-
ted against each other to the advantage of the extortionate official. One 
person hoping to resist may quickly find his company placed at a great 
disadvantage. But, a community of companies with a shared goal of avoid-
ing extortionate demands will present a powerful disincentive to the offi-
cial. 

Collective Action in the compliance world helps, then, both to dis-
seminate information to trouble spots and to enable a more powerful re-
sponse. It is built on the following three principles: 1) greater transparency 
benefits the whole community; 2) much of the work of compliance is de-
tailed, tedious, and repetitive; and 3) companies can do more valuable 
compliance work to a higher standard if they can combine their efforts 
wherever feasible.

Problems and consequences of non-compliance 

If these are the benefits of corporate Collective Action in achieving compli-
ance objectives, what are the problems and why is Collective Action the 
solution? 

1 Mancur Olson, The Logic of Collective Action: Public Goods and the Theory of 
Groups (Cambridge: Harvard University Press, 1965). 

2 Elinor Ostrom, Governing the Commons: The Evolution of Institutions for ColLective 
Actions (Cambridge: Cambridge University Press, 1990). Writing 25 years after Ol-
son, Ostrom explains that addressing an important problem is critical to success but so 
too is the feasibility of the project and a relationship of trust amongst the participants.

3 The pursuit of transparency should not, of course, reduce the competitive vigor of 
these participants. Anti-trust concerns might relate to price fixing, price discrimina-
tion, or other unfair business practices.
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The problem is that companies are increasingly expected to have far 
more information about their supply and marketing chains than they are 
capable of gathering alone. International anti-bribery, anti-money launder-
ing, and sanctions enforcement continues worldwide, while new supply 
chain disclosure standards on the use of forced labor and “conflict miner-
als” require companies to be familiar with every partner in their supply and 
marketing chains. Financial institutions, too, may need to change the way 
they do customer due diligence as a result of a new beneficial ownership 
rule proposed by the US Treasury Department’s financial crime network, 
FinCen. 

The consequences of non-compliance with these regulations are 
grave, manifesting in legal, financial, and reputational problems that ex-
tend far beyond monetary penalties. These “material incentives” – to use 
Olson’s terminology – drive Collective Action and discourage “free-rid-
ers”. The “free rider problem” arises when an individual or group of actors 
is able to obtain the benefits of a good without contributing to the cost. In 
the context of anti-corruption compliance, companies may remain inactive, 
believing that other companies will do the groundwork of establishing due 
diligence criteria and “white lists” for suppliers. The stories that follow 
illustrate that Collective Action is the only practical and rational solution. 
As they make clear, when companies do not know who their suppliers are, 
bribery, money laundering, sanctions violations, and labor rights abuses 
flourish. 

Bribery 

In June 2007, eLandia acquired Latin Node and discovered that its new 
subsidiary had been engaged in foreign bribery. Between 2004 and 2007, 
eLandia had paid over USD 1 million to employees of the state-owned 
telecommunications company in Honduras, Empresa Hondureña de Tele-
comunicaciones (Hondutel). The payments were authorized so that Latin 
Node would win an interconnection agreement with Hondutel. The money 
was transferred through a local consulting company controlled by the 
brother of the official at Hondutel, who was responsible for awarding in-
terconnection agreements. The same Honduran official became Latin 
Node’s head of business development for Latin America and the Carib-
bean. Latin Node also paid USD 1,150,654 to Yemeni government officials 
in exchange for favorable interconnection rates. 
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Three months after the purchase, eLandia disclosed these findings to 
US authorities. Latin Node pleaded guilty to bribery charges in 2009 and 
agreed to pay a USD 2 million criminal fine. If eLandia had had ready ac-
cess to a robust system with basic information about the third parties with 
which Latin Node did business, it might have been able to negotiate a dif-
ferent deal with greater safeguards for itself as buyer. 

eLandia’s is not an isolated case. Acquisitions present significant anti-
bribery compliance risks. Because M&A transactions are both competitive 
and time-sensitive, buyers are often unable to conduct exhaustive due 
diligence investigations. As a result, they fail to determine whether sellers, 
principals, employees, and agents are likely to have engaged in corrupt 
practices. An efficient and commercially viable system is needed to help 
vet a large number of third parties whether associated with an acquisition 
target or a company’s standard third party due diligence. 

Economic sanctions and denied parties lists

During the spring of 2007, Dell Inc. sold 1,000 computers to a California 
company, Online Micro. Online Micro exported the computers to a com-
pany operating in Dubai and Teheran. Online Micro’s owners, who were 
US citizens, falsely declared that the UAE was the computers’ ultimate 
destination. They did so knowing that the computers were destined for Iran 
and that the export would violate US sanctions regimes. Dell representa-
tives became suspicious when they began receiving service requests from 
Iran. After conducting an internal investigation, Dell suspended sales to 
Online Micro. Online Micro and its owners ultimately received criminal 
penalties, fines, and forfeiture orders, and had their export privileges re-
voked. Dell was able to avoid liability, though it suffered economic losses 
associated with the cancellation of the contract. A collective identification 
system might have helped avert its losses entirely. With enough informa-
tion about Online Micro’s connections to Iran – and those of its suppliers 
– Dell may have either avoided the transaction or sought adequate assur-
ances that its computers would not be shipped there.

Dell’s experience shows that companies should perform at least some 
due diligence on their sales and marketing chain to protect themselves 
against the dangers of illegal conduct and reputational damage. However, 
for many companies this has not been commercially viable since they, like 
Dell, work with thousands of intermediaries. Risky scenarios, like the one 
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described above, could have been avoided simply by identifying the busi-
ness locations of agents and examining the relationships between them. 
But companies have done nothing and simply hoped for the best. A collec-
tive system that enables prime contractors and intermediaries to participate 
in a simple online vetting process prior to arrangements is a more prudent 
solution.

Money laundering 

In July 2012, US authorities obtained the forfeiture of over USD 400,000 
traceable to Diepreye Solomon Peter Alamieyeseigha. A former governor 
of Bayelsa State, Nigeria, Alamieyeseigha had accumulated millions of 
dollars through corruption while in office. At the time of his arrest at Hea-
throw Airport in 2005, he controlled substantial banks accounts in Cyprus 
and Denmark, and five separate institutions in the UK. He had amassed 
USD 1.5 million in cash and he owned four properties in London worth 
USD 7 million and a penthouse in Cape Town valued at USD 1.5 million. 
Some of these assets were held in Alamieyeseigha’s own name, some in the 
name of his wife, and some in the names of shell companies and trusts in 
the Bahamas, the British Virgin Islands, South Africa, and the Seychelles. 
Had the owner of the shell companies been known – or intermediaries used 
for setting up the shell companies identified – Alamieyeseigha might not 
have succeeded in smuggling the funds abroad in violation of Nigerian law.

Financial and reputational damage 

Anti-bribery enforcement actions are expensive. In 2008, the German 
conglomerate Siemens and three of its subsidiaries pleaded guilty under 
the US Foreign Corrupt Practices Act (FCPA)4 to corruptly paying over 
USD 1 billion to public officials on five continents. In the jurisdictions 
where misconduct was discovered, Siemens had worked with dozens of 
intermediary companies and individuals who had served as unvetted “mid-

4 Pub. L. No. 95–213, 21, 91 Stat. 1494 (FCPA 1977); Pub. L. No. 100–148, 102 Stat. 1107 
(FCPA 1988); Pub. L. No. 105–366, 112 Stat. 3302 (FCPA 1998).
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dlemen” in the transactions. The company agreed to penalties of approxi-
mately USD 1.6 billion with US and German authorities5.

In addition to the direct costs of fines, disgorgement orders, and legal 
fees, companies, like Siemens, suffer huge financial losses at the mere an-
nouncement of a corruption investigation. Wal-Mart learned this lesson the 
hard way in April 2012. When The New York Times published details of 
alleged corruption by executives in its Mexican subsidiary, the company’s 
stock prices plunged 8.2 %6. At the time, analysts estimated that the inves-
tigation would cost Wal-Mart USD 690 million annually for up to six years 
– about 2.6 % of its operating profits. In a recent paper, scholars Karpoff, 
Lee, and Martin7 concluded that publicly traded companies under investi-
gation for FCPA violations lose 1.1 % of total market capitalization and 
that the average decline in share price for investigated companies is about 
3.1 % on the first day the investigation becomes known to the public.

Child labor

The cultivation and harvest of cacao, especially the cacao grown in West 
Africa, often involves children and enslaved workers. In 2001, the choco-
late industry committed itself to the Harkin-Engel Protocol8. When con-
sumers in the US became impatient with levels of voluntary compliance, 
they began a broad campaign of Collective Action, boycotting major Eu-
ropean and North American chocolate producers. By 2011, international 
labor advocates, consumer groups, and trade organizations were persuaded 
that Mars, Nestle, and Cadbury had made significant strides toward achiev-
ing child and slave labor-free supply chains, Nestle had even asked the Fair 

5 Media Release, US Department of Justice, 2008, available at www.justice.gov/opa/
pr/2008/December/08-crm-1105.htm.

6 B. Dorfman, Walmart’s Employee Starts Petition for CEO`s ouster, MSNBC, avail-
able at www.msnbc.msn.com/id/47210490/ns/business/t/wal-mart-employee-starts-
petition-ceos-ouster/#.UEh3_lQjp-U.

7 Jonathan D. Karpoff, Scott Lee, and Gerald S. Martin, “The Impact of Anti-Bribery 
Enforcement Actions on Targeted Firms”, Texas A&M Private Enterprise Research 
Center, Working Paper, February 2012.

8 Chocolate Manufacturers Association, Protocol for the Growing and Processing of 
Cocao Beans and their Derivative Products in a Manner that Complies with ILO Con-
vention 182 Concerning the Prohibition and Immediate Action for the Elimination of 
the Worst Forms of Child Labor, September 19, 2001, available at http://harkin.senate.
gov/documents/pdf/HarkinEngelProtocol.pdf.
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Labor Association to conduct an investigation into the company’s supply 
chain in Côte d’Ivoire. 

Hershey, on the other hand, had continuously refused to identify its 
cocoa suppliers when asked about child and slave labor. So, before Hal-
loween 2011, Global Exchange, Green America, the International Labor 
Rights Forum, and Oasis sponsored a boycott of Hershey, dubbing it 
“Raise the Bar”9. The campaign garnered 100,000 signatures and a great 
deal of popular support. When the International Labor Rights Forum 
threatened to air an advertisement about child labor on a super-sized screen 
outside of the Lucas Oil Stadium in Indianapolis, where the Super Bowl 
was scheduled to be played, Hershey buckled to the pressure, vowing 
publicly to improve its record. 

Was – or is – there not another way? If chocolate makers had had ac-
cess to a shared due diligence platform for vetting their suppliers, they 
could have avoided the reputational problems experienced so acutely by 
Hershey. Information distinguishing between compliant and non-compli-
ant suppliers would make planning easier for those in charge of procure-
ment. In addition, such a system would allow companies to defend them-
selves promptly against negative campaigns by demonstrating how the 
shared information affects their sourcing decisions. Finally, collective 
corporate support of a broadly-subscribed platform enables companies to 
push for meaningful improvements amongst their suppliers. They can col-
lectively prioritize these issues and so educate those in the supply chain on 
their importance. 

Beyond corporations 

Identification and data management problems are not only faced by mul-
tinational companies, but also by government entities, banks, charities, and 
international organizations. They also face serious challenges in knowing 
with whom they are doing business. In 2010, 741 separate tax returns were 
filed from one Florida home10. The US Internal Revenue Service (IRS) 

9 “Raise the Bar: Why Hershey?”, available at www.raisethebarhershey.org/why-her-
shey. 

10 Donna Gehrke-White, “Investigation Finds 741 Tax Returns Filed from Single Belle 
Glade Home”, The Sun Sentinel, August 6, 2012, available at http://articles.sun-sentinel.
com/2012-08-06/business/fl-identity-theft-20120806_1_tax-returns-refunds-identity- 
theft.
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failed to uncover the scheme, instead sending over USD 1 million in tax 
refunds back to that one address. Other tax fraud cases follow the same 
pattern, a post office box in Orlando, Florida, bursting with USD 1,088,691 
worth of tax returns sent to 703 taxpayers, for example11. Had the IRS in-
corporated basic link analysis in its databases, it would have realized in 
each case that the returns were tied to a single address. 

Revisiting an out-dated solution

Marketing and supply chain compliance are clearly significant and grow-
ing problem for companies that operate globally. Likewise, problems in 
identifying and managing data are faced by government entities, banks, 
charities, and international organizations, as well as by multinational com-
panies. Both are the type of important problem addressed by corporate 
Collective Action, but Collective Action requires leadership, cooperation, 
trust, and creativity. It needs, as illustrated above, problem-solving that 
generates real and practical solutions. Ideally, all parties to a Collective 
Action solution struggle equally with the problem in question since this 
ensures that motivation is reasonably balanced across the participants, al-
though there will always be “early adopters” who are excited by the in-
novative approach itself.

TRACE was founded on principles of Collective Action. The organi-
zation seeks to make it easier and less expensive to do more compliance to 
a higher standard by pooling resources. TRACE provides its member com-
panies with due diligence, on-line training, a database of local anti-bribery 
laws, and workshops and conferences. All activities are funded collec-
tively by membership dues. TRAC – the TRACE Registered Access Code 
– is the latest and largest shared-cost project to date. As we explain in our 
online FAQs:

TRAC… is an online platform that enables the rapid exchange of baseline due-
diligence information.… [A] unique, 12-digit [TRAC] [is] assigned to com-
panies, partnerships, charities, and individuals…. [The] global identification 
system… quickly and cost-effectively establish[es] a TRAC holder’s identity, 
address, and information, and… allow[s] the holder to share information with 

11 Treasury Inspector General for Tax Administration, “There are Billions of Dollars in 
Undetected Tax Refund Fraud Resulting From Identity Theft”, July 19, 2012, p. 10, 
available at www.treasury.gov/tigta/auditreports/2012reports/201242080fr.pdf.
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customers and to allow companies to have real-time visibility into their supply 
chains. Furthermore, the TRAC holder’s name is screened against the various 
government watch lists. Key documents are uploaded by TRAC holders in order 
to substantiate the information associated with their code and their profile on the 
TRAC web portal12.

TRAC addresses the challenges described above and the problem of a scat-
tered, expensive, duplicative, and onerous process. In an almost frantic 
effort to balance expanding compliance expectations, companies were 
creating ever more layers of administration. 

Fearing ill-defined expectations with respect to due diligence on third 
parties, companies were typically taking one of two paths. Either they were 
throwing people and resources at the problem, generating mountains of 
paperwork of questionable quality, or they were keeping their heads down, 
doing nothing and hoping that the pace of enforcement would eventually 
slow. The second group is exposed to the greater risk, but the first group 
has problems of its own.

Companies are expected to know their business partners, whether they 
are reputable, and whether they are likely to violate any of a myriad of laws 
and international standards while acting on their behalf. Each company is 
connected to a network of such third parties, from suppliers, distributors, 
sales agents, channel partners, consultants, lobbyists, freight forwarders, 
law firms – the list is considerable. They are all business partners of one 
kind or another, although not in the legal sense of the word. 

Prior to TRAC, companies investing in due diligence on their business 
partners would undertake some or all of the following steps with respect 
to each third party relationship: 
 – Verify the entity’s address and obtain a copy of the business registra-

tion 
 – Screen the name of the company and all owners against hundreds of 

international watch lists 
 – Send long questionnaires 
 – Ask a long list of compliance questions about connections to the gov-

ernment, past misconduct, and debarment by international financial 
institutions

 – Collect certifications from the entity in which it commits to avoid 
inappropriate payments and other violations of law 

12 Available at www.tracnumber.com/FAQs.
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Done well, this can be a robust and meaningful process. But, each com-
pany may work with thousands or tens of thousands of business partners. 
Very few of those partners have exclusive arrangements, so it is likely that 
each of them, in turn, works with dozens of companies. Benchmarking of 
best practices in this field through TRACE and others is now sufficiently 
well-developed. This means that the questionnaires and follow-on steps are 
nearly identical from one company to the next. So, both multinational 
companies and their business partners end up buried in largely repetitive 
paperwork. Each company invests time and money in screening the same 
entities’ and owners’ names, refreshing this research at intervals. Even the 
follow-up questions are likely to be very similar from one company to the 
next. 

The result is an extraordinary waste of effort with no increased ben-
efit and, indeed, a considerable cost to the business community. Assuming 
that each business partner works with just 10 other companies – and that 
number is probably very low – and that there was a way for the entity to 
complete the third party due diligence process once for all, it would be in 
a position to redirect 90 % of the time spent on due diligence to more pro-
ductive pursuits. 

The TRAC solution

Why were companies not acting collectively on the issue of supply and 
marketing chain compliance? Mancur Olson suggested an answer when he 
noted that, 

[U]nless the number of individuals is quite small, or unless there is coercion or 
some other special device to make individuals act in their common interest, re-
lational self-interested individuals will not act to achieve their common or group 
interests13. 

The element of coercion – the threat of fines, imprisonment, and reputa-
tional damage – was clearly present in the areas of regulation addressed in 
this chapter. But threat alone was not enough to compel companies to en-
gage in Collective Action. Another key element of the equation was miss-
ing and its absence was preventing companies from acting jointly. Some-
thing was needed to overcome the friction between individual and group 

13 Olson, n.1, p. 2. For Olson, coercion emanated from government. 
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interests and to make common cause of executives and compliance offic-
ers, businesses and their suppliers. Uniting these – sometimes disparate – 
interests would come down to a handful of key elements: money, time, and 
communication. The barriers to Collective Action in most situations are 
resources (few resources being more important to businesses than time and 
money) and the ability to communicate. A “special device” must maximize 
the business interest in time and money while enabling communication that 
resolves the “prisoner’s dilemma”.

At first glance this seems like an impossible task. How can the busi-
ness community’s interests be collectively leveraged with a tool that is 
inexpensive, simple, and allows for immediate and universal communica-
tion? Information technologies and the advent of social media provide the 
most important opportunity for collective compliance efforts to date in the 
form of TRAC.

Using social media principles, the TRAC system ensures the fast, ac-
curate, and inexpensive exchange of information between collective ac-
tors. It does so in three ways: 
1) It disaggregates the cost of compliance across all the actors, lowering 

the cost of compliance for each. It gives all a proportionate advantage 
in joining and a networked advantage when they invite others to join. 

2) It establishes a universal standard that crosses borders and industries. 
This facilitates communication between actors. 

3) It leverages information technology. It provides automatic and action-
able updates for decision makers.

Disaggregating the cost of compliance

Collective Action is easily done when it is free and simple, and it helps the 
actors achieve a shared goal. For multinational businesses, the TRAC sys-
tem does exactly that. It gathers, stores, and processes compliance infor-
mation, thereby enabling large multinational companies to engage in Col-
lective Action at no cost – and giving them a significant incentive to bring 
their business partners through baseline compliance efforts en masse. This, 
in turn, eliminates the free rider problem. 

For those business partners required to undergo the TRAC application 
process the benefits of joining TRAC are twofold: 1) satisfying (and keep-
ing) their existing multinational customer(s), and 2) gaining accreditation 
that makes them a more attractive to a range of other potential customers.
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Establishing a universal standard

Even a free compliance tool is of little use to multinational corporations if 
it does not translate across borders, however. Knitting together different 
languages, laws, standards, and cultures requires a baseline that applies 
globally and across industries and functions. While this requirement may 
seem to make the collective solution hopelessly complex, in fact, it de-
mands a relentless commitment to simplicity on the part of the designers. 

The TRAC system promotes a single, extensively benchmarked, and 
universal baseline. This standard addresses the reputational traps associ-
ated with bribery, sanctions, conflict minerals, and forced labor; it enables 
the verification of key information, including business location and regis-
trations; and it collects, reviews, and updates this information. TRAC-
holders can then make this information available to all business partners. 
Once linked, these business partners also automatically receive actionable 
alerts when a TRAC profile changes.

Leveraging information technology

Finally, a free universal and simple platform for collecting information 
carries with it the real risk of overwhelming compliance departments with 
information. Hence, TRAC’s data management systems process, sort, 
store, and render searchable the extraordinary amount of data required for 
thorough due diligence. By leveraging information management princi-
ples, for example, the TRAC system can be used to check the constantly 
changing international watchlists for all names in a TRAC profile (i.e., the 
name of the company, as well as the names of the owners and representa-
tives). More than that, link analysis built into the TRAC system supports 
fraud detection by linking all companies at one address and all companies 
with common ownership. 

TRAC turns a warehouse full of paperwork into a compliance system 
that can be easily managed. It makes a shared approach to compliance 
simple, predictable, and quick, enabling a rational and realistic solution to 
shared compliance problems. It is, in other words, a “special device” for 
overcoming individual barriers to corporate Collective Action. And like 
most effective forms of Collective Action, it becomes more powerful as 
the number of corporate actors in the community grows.


