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 Attorneys, accountants, healthcare providers, insurance adjusters, and other professionals are 

considered the guardians of society, helping others by virtue of their education, specialized training and 

experience.  However, a growing number of law firms and similar companies are finding themselves on 

the receiving end of cyber-attacks, prompting both first-party and third-party claims because of losses 

caused by a new generation of virtual thieves.  Hackers are learning to shift their focus away from well-

protected corporate sites toward less-wary professional firms that often maintain the same vital client 

data.   

What they cannot steal from the client without great difficulty, they can sometimes snatch from 

the professional with relative ease.  The results can be disastrous, both for the professional and for the 

client. When their firewalls are breached and contents stolen, professionals can face a variety of dire 

consequences.  These can include client lawsuits, regulatory penalties, and loss of reputation. 

It is ironic that these new targets can be so vulnerable to attack, given their dedication to client 

integrity, trust and fiduciary values.  But the unfortunate reality is that critical client data is not always 

safer from theft when left in the hands of a valued professional.  Not all professional firms are as savvy in 

maintaining anti-cyber attack policies and procedures as they should be.  The professional’s lack of 

proper vigilance may become an unwitting factor in helping to cause its own damage. 

 If that is not bad enough, a malicious hacker can wreak more havoc than just stealing a client’s 

proprietary secrets.  A successful malware attacker can also shut down a professional’s internet access, or 

cause its computer server to crash.  Such incidents can lead to business interruption claims, along with a 

loss of revenue and further loss of client confidence.  This is not an empty threat – recent government 

studies show a dramatic increase in reported claims nationwide in the last year.  How many more 

unreported losses likewise occurred can only be guessed.  Due to the newly-emerging nature of such 

problems, and the suddenness of such attacks, a growing number of victims are not even aware that their 

systems are compromised until they are alerted by law enforcement personnel. 

 Preventative solutions may seem almost too simple, but here are some suggestions to help make 

sure that you are not the next victim of a cyber-attack: 

 Account for all desktops, laptops, tablets and smart phones that can access the firm’s 

network.  Make sure that they are not missing and keep updating passwords frequently. 

 

 Do not respond to external emails, telephone calls and texts from unverifiable sources 

that request passwords and other confidential access information, such as birthdates and 

addresses. 

 

                                                           
* We acknowledge the timely and informative article written by Seth L. Laver, Esq., entitled “Understanding and Protecting Against Cyber 

Risk” in the July 2012 issue of For The Defense, a monthly research publication of the Defense Research Institute (“DRI”). 
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 Maintain effective virus software programs and treat every possible threat as credible. 

 

 Monitor staff usage of network contents, especially logins from remote locations. 

 

 Educate staff to not click on email links or photographs from untrustworthy sources, 

however innocent.  They can open the door to computer viruses and unwelcome spyware. 

 

 Develop, maintain, review and update 21st Century electronic data storage and disposal 

programs, as we still do with 20th Century document retention programs. 

 

 Know what your liability and E&O insurance programs cover in the event of a cyber-

attack, before the claim arises. 

Being forewarned is an essential part of being forearmed in an increasingly volatile area of the 

business world.  It used to be that professionals were required to be smart only in their respective 

disciplines.  Today they must also be sophisticated in ways they might not suspect until it is too late. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CAVEAT: THE FOREGOING DOES NOT CONSTITUTE LEGAL ADVICE.  PLEASE CONSULT AN ATTORNEY FOR 

INDIVIDUAL ADVICE REGARDING INDIVIDUAL SITUATIONS. 


