
 

 

No Cybersecurity Plan? Time To Get One. 

 

Hackers recently infiltrated 14 computer servers and 20 workstations at the U.S. Department of Energy. It 

appears the hackers were trying to steal classified information, and although they failed to access this material, 

they did successfully obtain the personal information of several hundred employees.  

 

A former security official said that the Department, which contains the National Nuclear Security Administration, 

has a history of "security problems despite controlling some of the most 'sophisticated military and intelligence 

technology the country owns.'" "Sophisticated cyber-attack hits Energy Department, China possible suspect," 

www.foxnews.com (Feb. 4, 2013).  

 

Commentary 

 

Cyberattacks not only threaten national security, they can also cost organizations millions of dollars in damages 

through the loss of sensitive information. A 2011 study by Symantec/NCSA found that "cyber attacks cost small 

and medium-size businesses an average of $188,242, and almost two-thirds of victimized companies are forced 

out of business within six months of being attacked."  

 

A 2012 survey of American small businesses conducted by Symantec found that 83 percent lack a formal 

cybersecurity plan. Most hackers target those organizations that do little to protect their data. A well-enforced 

security plan can significantly reduce the risk of a cyberattack.  

 

Some important elements of a cybersecurity plan include: 

1. Encrypt all important data such as financial information and employee social security numbers. This can 

be as simple as activating the full-disc encryption tool that comes preset on your organization's operating 

system.  

2. Make sure all hardware is secure by physically locking down computers. If employees frequently use 

laptops, install tracking software to recover the computer in the event of a theft. In 40 percent of 

cyberattack cases, hackers first stole computers from the organization.  

3. Consider using a wired network only, which is more secure than wireless. However, if you do use Wi-Fi, 

make sure it is securely locked with the latest encryption technology.  

4. Hackers used malware in half of all cyberattacks in 2010, so install anti-malware and anti-virus software 

on all your organization's computers.  

5. Educate employees on your Internet policy as well as on the signs of a cyberattack and the importance of 

reporting suspicious Internet activity.  

6. Consider hiring an external cybersecurity firm to protect your organization's sensitive data.  



 

If hackers do successfully breach your organization's cybersecurity, it is important to contact authorities 

immediately to minimize the damage. If you notice a large or unauthorized bank transaction, call your bank right 

away and report the breach. If computers are stolen or tampered with, notify the local police and change all 

employee passwords. 

 

This informational piece was published on March 26, 2013. 

Article can be found at this link http://www.rmplusonline.com/article.htm?id=4724 

 

http://www.rmplusonline.com/article.htm?id=4724

